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IoT Sectors 1

1. http://www.beechamresearch.com/article.aspx?id=42
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IoT Trend
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Wearable Devices

A smart electronic device with microcontrollers.

Worn on the body or as an accessory.

Same computing tasks

Can outperform
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World of Wearable Technology 2

2. http://www.beechamresearch.com/download.aspx?id=36
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Wearable Devices
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Wearable Devices
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History : Wearable Devices

1961 – The first wearable computer

1975 – The Pulsar “Calculator”

1981 – Photographic Equipment

1994 - Wearable Wireless Webcam

2000 - Hands Free Bluetooth

2004 - CuteCircuit(HugShirt)

2006 - Nike+iPod sport bundle

2007 - Apple Iphone

2009 - Fitbit

2011 - Jawbone

2011 – Google Glass

2015 – Apple Watch

9/33 Dr. Ramchandra Mangrulkar DJSCE, Mumbai



Latest Wearable Devices

Mojo Lens

Ōura Ring

Norm Glasses

Welt Smart Belt

ECG Smartwatch
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Wearable Devices : Examples 3

Fitness Trackers

SmartWatch

GPS Tracker and Music System

Remote Monitoring Systems

Wearable Panic Buttons

3. https://www.wearable-technologies.com/
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Connected Devices Vs. Years

12/33 Dr. Ramchandra Mangrulkar DJSCE, Mumbai



Wearable Technology : How it works
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Driving Forces Of The IoT

Wearable Technologies

Smart Devices & Associated Technologies

Device Miniaturization

Cloud Computing & Big Data
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IoT Architecture Overview
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IoT Components

Perception layer :
Electronic sensors, Actuators, Devices

Transport layer : networks and gateways :

Processing layer : Cloud middleware or IoT platforms
connectivity, device management, data management, data analysis,
visualization, digital twin, IoT app development, edge / fog computing,

Application layer : software solutions for users
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Statistics : Connected Devices 4

The number of IoT devices is projected to grow from seven billion in
2018 to 22 billion by 2025.

By 2020, there will be 26 times more connected things than people

Every second, another 127 devices are connected to the internet.

Download speeds up to 2.7 times faster than 4G, 5G can send data to
and from as many as a million devices per square kilometer.

https://www.altexsoft.com/blog/iot-platforms/

4. https ://www.forbes.com/sites/forbestechcouncil/2019/11/18/the-5g-iot-revolution-is-
coming-heres-what-to-expect/ ?sh=a5c2bf6abf67
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Wearable : Case Studies

https://clutch.co/app-developers/resources/

inside-look-wearables-case-studies
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Wearable : Case Studies

https://ezproxy.svkm.ac.in:

2220/content/pdf/10.1007/s10916-020-01697-1.pdf

https://ezproxy.svkm.ac.in:

2054/science/article/pii/S0140366419314343

https://ezproxy.svkm.ac.in:

2054/science/article/pii/S1877050921001149

https://ezproxy.svkm.ac.in:

2054/science/article/abs/pii/S2542660518300404
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Case Study : Hyundai’s Bluelink App
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Case Study : Hyundai’s Bluelink App
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IoT Cloud Platforms 5

5. https://iot-analytics.com/product/iot-platforms-market-report-2021-2026/
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IoT Cloud Platforms

Amazon Web Service (AWS) IoT platform

Cisco IoT

Google Cloud IoT

IBM Watson IoT platform, and

Microsoft Azure IoT

23/33 Dr. Ramchandra Mangrulkar DJSCE, Mumbai



IoT Cloud Platforms : Demo
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IoT Analytics : Case Study IPhone Health App
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IoT Security

Practice that keeps IoT systems safe.

Protect from threats and breaches, identify and monitor risks and can
help fix vulnerabilities.

IoT security ensures the availability, integrity, and confidentiality of your
IoT solution.
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Need for IoT Forensics : Security Constraints

devices, network and cloud

prevents to adopt standard security mechanisms

Shortcomings due to IoT Devices

Shortcomings due to IoT Networking

Shortcomings due to Cloud
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IoT Threat Model
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IoT : Legal complexities

Location of Evidence

Need for new Laws

Static, Elastic and Live forensics

Digital Traces
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IoT Forensics
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IoT Forensics Frameworks

The Next Best Thing (NBT) model : The NBT model thus proposes to
use the obtained traces of these device and to collect information from
the corresponding networks that are connected to these devices and have
less probability of being tampered with.
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IoT Forensics Frameworks

1-2-3 Zones of Digital Forensics : Valuable time and effort is lost in
finding information in the wrong places and hence a specific methodology
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Thank you... !

Teaching is Simply a Continuous Learning... !
Contact :

Dr. Ramchandra Mangrulkar
Associate Professor
Department of Computer Engineering
D.J. Sanghvi College of Engineering, Vile Parle (W)
Mumbai
Email : ramchandra.mangrulkar@djsce.ac.in
“A Journey with Happiness..Not for Happiness ”
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